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Docusign Configuration

To start e-signing using Welkin, we need to complete the following 3 steps:
Step 1: Admin Portal Configuration

Step 2: Designer Portal Configuration

Step 3: Authorization

Initially, this configuration will be done using the Developer Docusign account of the
customer. Once the Go-live process is completed, the above 3 steps must be done once
again with the Production Docusign account of the customer, with minor changes specified

in each step itself.

Note: The Docusign account's name, email, and associated company name will all be
patient facing. So it is suggested to use a common email rather than a person specific
email. For example - if the customer name is Profilio, the Docusign user account can be
named something like "Profilio DocuSign", with the email docusign@profilio.com or

support@profilio.com.
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Step (1/3): Admin Portal Configuration

Log in to Welkin's Admin portal at https://admin.live.welkincloud.io & go to Integrations >

Docusign.
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Default Config

Base url: - User Id:
Account Id: - Integration key: -
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Screenshot 1: Docusign Configuration in Welkin’s Admin Portal

Here we can set up a common configuration for all instances under Default Config. We

can also configure Docusign for each instance separately under Instance Configs. Instance

configuration is given priority over default configuration if both are populated. If the

configuration is empty for any instance, then the default configuration is used.

Docusign configuration in Admin portal requires the following 6 values:

1.

2.

Base URL: development value is account-d.docusign.com before the Go-Live process
and production value is account.docusign.com after the Go-Live process is
completed. Note: do not use na4.docusign.com or similar. Use the values as written

here, no “https://".

Auth Token: can be generated within the Admin portal by following these steps.


https://admin.live.welkincloud.io
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3. APl Username (User ID):

4. API Account ID (Account ID):
5. Integration Key

6. RSA Private Key (Private Key)

a. Note: Include “----BEGIN RSA PRIVATE KEY----" and “-----END RSA PRIVATE
KEY----" and all content between these

b. If this has an error, check the formatting (if you pasted in from some other
program)

APl Username, API Account ID, Integration Key and RSA Private Key can be obtained
from Docusign Account.

Login to Docusign Developer account - https://account-d.docusign.com. If the Go-Live
process is completed, then login to Docusign Production account instead -
https://account.docusign.com. Once logged in, please follow these steps:

To obtain APl Username & APl Account ID

1. Go to Settings > Integrations (in left panel) > Apps and Keys

2. Copy APl Username (a.k.a. userld) and API Account ID


https://account-d.docusign.com
https://account.docusign.com
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To obtain Integration Key & Private Key

1. After obtaining the above 2 values, create an app in Docusign (skip this step for
Production Account, proceed to next step). See screenshot below:

DocuSign eSignature Home Manage Templates Reports Settings ® (BP
Betma
Account ID: 13301186 Apps and Keys
Developers building DocuSign integrations must first create and configure an app, which specifies an integration key, secret keys, and other required for a keys are needed to make
API calls, whether calling an API directly or using an SDK. The apps and keys listed on this page can be created manually, or automatically if you are using a Quickstart.
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Screenshot 2: Getting APl Username & Account ID

App creation can only be done in the Developer Account. In the production account, once
the Go-Live process is completed, the app will be already listed.

1. In the app creation form do the following (if using Production account, simply edit

the existing app and it will open a similar form):
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Account Profile
App Name *

Security Settings e

Regional Settings
Integration Key
Your integration key (also known as a client id) is a unique identifier for

your app. <+—  Copy integration Id aka client Id
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Custody Transfer - DocusSign can generate a keypair for you or you can upload
Document Retention your own public key. Create RSA key by clicking “+ GENERATE RSA”,
Legal Disclosure RSA Keypairs (ID) copy private key. If key pair is already created,
Reminders and Expiration + GENERATE RSA + UPLOAD RsA <+——  and private key cannot be seen (as it can only be
— seen at the time of creation), a new key pair can
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Screenshot 3: Creating/Editing an App
a. Copy the Integration Key (a.k.a. clientld)

b. Under Service Integration, generate RSA key pair & copy the value of
private key
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RSA Keypair

This keypair is used for JSON Web Token (JWT) authenticati
i ated.

Copy both of these keys to a safe location, they will not be displayed again.
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Copy private key
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Screenshot 4: Obtaining private key

c. Under Additional Settings > Redirect URIs field, add the URI of the care
portal sign in page - https://care.live.welkincloud.io/signin. This will be needed
in the authorization step later.

d. Save the form.
Note:

i. After copying the private key, make sure to paste it directly in the Admin portal and then
save it elsewhere in your editor or key store. This preserves the formatting of the private
key. When a private key is copied to an editor or key store, and then from there to the
Admin portal, it often changes the formatting of the private key.

i. Make sure that prefix ----- BEGIN RSA PRIVATE KEY----- and suffix ----- END RSA PRIVATE
KEY----- are not omitted during copy/paste.

Now that we have obtained all 4 values, enter these in the Admin portal along with Auth
Token and Base URL and save the configuration. Configuration for Admin Portal is
complete.
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Step (2/3): Designer Portal Configuration

Login to Welkin's Designer Portal - https://designer.dev.welkincloud.io for the instance
where Docusign will be configured. Here we will enable permissions for users and add

template IDs.
To enable permissions for user

For the user to be able to perform e-signing in Welkin's Care Portal, we must enable
Docusign permissions in the relevant security policy.

In Designer Portal, go to Access Control > Security Policies and open the security policy
that concerns Docusign. If a security policy is not already present, one can be created for

docusign:

1. In the General Information tab, add doc-type-docusign under Docusign Types.

Create Security Policy

General Information | Patient PatientIinfo Calendar Communication Document

Name*

docusign_c_r_u_d 2=]

Data Types

Contains PHI

Forms

Contains PHI

Document Types

doc-type-docusign X Contains PHI

Dictionaries


https://designer.dev.welkincloud.io
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Screenshot 5: Configuring Security Policy for Docusign (1/2)

2. Inthe Document tab, check all permissions for doc-type-docusign.

Create Security Policy

General Information Patient Patient Info  Calendar Communication Document

Documents Select All

ocument Type Read Read Details Read Files Read Masked Create Update Update Details Update Files Delete

doc-type-docusign

Screenshot 6: Configuring Security Policy for Docusign (2/2)
3. Save changes and publish.

Please ensure this security policy is added to the relevant role of the users who will be

performing e-signing.
How to Configure Docusign Template

In Docusign, we can add templates from a local machine or from the cloud, but only in the
developer account. In the production account, while we can upload from a local machine, it

only accepts .zip or .json files and not generic file formats like .pdf.

As a workaround, we can download templates from the developer account and upload
them in the production account. This can be done one-by-one as well as in bulk. Check this
link for step-by-step instructions - Download and Upload Templates - DocuSign eSignature

User Guide.

Note: After uploading templates in the production account, new template IDs will be
assigned which are different from IDs in the developer account. Internal template
configurations such as placeholders and the recipient role will be reset and need to be

configured again.

Now, to create templates in the developer account, login to Docusign developer account

and follow the steps below:


https://support.docusign.com/en/guides/ndse-user-guide-download-template
https://support.docusign.com/en/guides/ndse-user-guide-download-template
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1. Go to Templates tab & create a template by clicking on New > Create Template
(upper left corner)

DocuSign eSignature Home Manage Templates Reports Settings o (e
NEW v My Templates Q_ Search My Templates = FILTERS

Create Template

Create PowerForm
A Al Templates
# Favories a\ a\
—— N ai Resending the Same Envelopes?
b

+ FOLDERS + Try templates. Save time by saving and reusing documents, placeholder recipients, and fields.

CREATE A TEMPLATE
» SHARED FOLDERS ar

Screenshot 7: Creating template (1/3)

2. Inthe create template form do the following:
a. Give the template a name
b. Under Add Documents, upload the template

c. Under Add Recipients, enter Role as “patient” (all lowercase) and leave
remaining fields (like name) blank

d. Click Next to set placeholder for patient signature on the template
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Example Template ® ACTIONS v ADVANCED OPTIONS

Example Template

Template Description (optiona

Add Documents

{— 1. Upload the template

GET FROM CLOUD v

Consent Form.pdf
1 page

3. click next

Add Recipients
As the sender, you automatically receive a copy of the completed envelope.

LOOKING FOR IMPORT BULK LIsT?  EJ ADD FROM CONTACTS  E= SIGNING ORDER

Set signing order

Role # NEEDS TO SIGN ¥  CUSTOMIZE ¥ 2. set role as
patient = “patient”
Name

8

SAVE AND CLOSE

Screenshot 8: Creating template (2/3)

e. Set the relevant placeholder, then save and close the template

Example Template ® ACTIONS v RECIPIENT PREVIEW SAVE AND CLOSE

patient v o) 194% v 0
Q x

Standard Fields

Documents &

Consent Form.pdf ~

¥

Pages: 1

Initial

®
(i

Date Signed

(P

Consent Form

N

Name
Email

Company

T | agree to receive all sorts of medical treatmen XYZ clinic.

P EUD

Text

l«$

=}

Checkbox

Dropdown Signature
Radio
1. Drag relevant tabs (like signature) from left panel to a

suitable position on the form

[o Ot

Payment tem

2. Drawing
Jfx Formula
& Attachment
B Note

& Approve

® Decline 2 Save

BACK SAVE AND CLOSE

.y DocuSign nglish (US) ¥ Contact U ns of Pr Itellectual Proper t dbac opyright © 2021 DocuSign, Inc. Al ights reserved
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Screenshot 9: Creating template (3/3)
3. Once the template is created, to get the template ID:
a. Open the template

DocuSign eSignature Home Manage Templates Reports Settings ® (ep

NEW v My Temp|ates Q_ search My Templates = FILTERS

TEMPLATES
Name Owner PowerForms Created Date Last Change v Folders

& My Templates

M Example Template Bhanwar Singh 3/30/2021 3/30/2021 m
2% Shared with Me Eligible for matching Panwar 04:54:53 pm 05:04:58 pm

fd Al Templates

t Favorites Template added

# Deleted To get the template id, click on the template to open it
* FOLDERS +
» SHARED FOLDERS .-

Screenshot 10: Getting template ID (1/2)
b. Click on the blue “Template ID” link
c. A pop-up will display the template ID

d. Copy thisID

DocuSign eSignature Home Manage Templates Reports Settings ® (ep
Consent Form.pdf
BN e Click on blue “Template ID” link to Pages: 1
Template ID
ﬁff.z‘ ma  6d494774-329-4470-8017-78707eb5ca02 con view the template Id and copy it

Recipients = SIGNING ORDER

2 patient: # Needs to Sign 1 “Z

Message

Subject
Please DocuSign: Consent Form.pdf

Message
No message has been entered.

Screenshot 11: Getting template ID (2/2)
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Now to add this template Id in Designer, open designer and follow these steps:
1. Go to Docusign Templates in the left panel
2. Click Create Docusign Template
3. Enter template ID in Docusign Template ID field
4. Enter other mandatory fields

5. You can also select whether you want this template to be signed over mail or in
person. If not sure, select Any.

6. Save changes and publish.

Create Docusign Template

Title

Name™*

sample-consent-form

Docusign Template ID*

55183d96-71a7-4d12-b4b1-7ae6307a86dc

State

Sign In Type*

o Any In Email In Person

Screenshot 12: Adding Docusign Template in Designer
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Step (3/3): Authorization

Prerequisite: A redirect URI must be set in the integration app above.

We need to authorize our integration app to enable API access for performing signing
operations. To do this, please follow these steps:

e Login to Docusign developer account at https://account-d.docusign.com.

e In another tab, paste the following link and replace integration_key with the actual

integration key of the app:

https://account-d.docusign.com/oauth/auth?response_type=code&scope=signature%20im
personation&client_id=integration_key&redirect_uri=https://care.live.welkincloud.io/signin

If Go-Live process is completed, follow these steps instead:
e Login to Docusign production account at https://account.docusign.com.

e In another tab, paste the following link and replace integration_key with the actual
integration key of the app:

https://account.docusign.com/oauth/auth?response_type=code&scope=signature%20impe

rsonation&client_id=integration_key&redirect_uri=https://care.live.welkincloud.io/signin
Both workflows above will redirect to the authorization screen. Click “Accept”.
After this signing operations can be done.

Note: Authorization step needs to be done separately for Developer and Production
Accounts.

Generating Auth Token

After the patient has signed the document, in order to receive the signed document in

welkin, an auth token must be generated in the admin portal. To do that, follow the steps:


https://account-d.docusign.com
https://account.docusign.com
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1. In the admin portal, go to Integrations > Docusign
2. Edit the configuration for the instance where docusign is being used.

3. Click on the "“Generate Token” button and a 36 digit token (a GUID) will be
generated.

4. Save the configuration.

Also advised to generate the token for “Default Config” of Docusign Integration, as well as

for any other instances under Docusign Integration where docusign is configured.
Go-Live

Go Live is DocuSign's process for migrating an integration created in the demo
environment to the production environment. Go Live is necessary before you can perform
real transactions in your integration through the DocuSign APIs.

For detailed information on how to Go-Live, check out these links:
Go-Live | DocuSign

How-To Go-Live in 3 Steps | DocuSign

Post Go-Live

We can verify whether our integration is live or not by:

1. Logging into Docusign developer Account, go to Settings > Apps & Keys. The status
of our integration should have changed to Live.

2. Logging into Docusign production Account, go to Settings > Apps & Keys. A new
integration should be seen in the list of integrations. This app, and the integration
app in the developer account will have the same integration key.


https://developers.docusign.com/platform/go-live
https://developers.docusign.com/docs/esign-rest-api/go-live/
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