welkin

Google SSO setup for Welkin Care Portal

NOTE: While setting up this configuration, it will be best to have two browser tabs open — one with Welkin
Admin and one with Google Cloud.

1. Sign up for Google cloud (or use existing account). If you have your company domain - use Admin account for
that. https://console.cloud.google.com/.

C & consolecoud.google.com

8 Your treetrial is warting: activate now 10 et $300 credit 10 explore Google Cloud products. Learn more DISMISS

Google Cloud Platform

arted with
d Platform

) Google Cloud Platform

& Biling
© 1AM&Admin > Welcome
Create and manage your Google Cloud Platform instances, disks, networks, and other
RPL  APls & Services > resources in one place.
W Marketplace Country
&  Compute Engine > Ukraine - ))
= Cloud
= o8 ’ Terms of Service Cloud Run
- . Fully managed compute platform
VPC network > O lagree tothe vice, and the terms of
n service of any ap for deploying and scaling
containerized applications quickly
)  CloudRun and securely
Email updates
€ sa [0 1 would like to receive periodic emails on news, product updates and
® s N special offers from Google Cloud and Google Cloud Partners.
Kubernetes -
@ BigQuery > Handy Links
Download GCP Mobile
ALL PRODUCTS v App
Install the Cloud SOK
Newsletter Signup Documentation
Support

Click ‘Agree and continue’

2. Go to Welkin Admin and create a user with a google account email address (or use already created one).
3. Turn on Single Sign on for that user from the user profile settings.
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4. In Admin, go to security settings and turn on Single Sign-on (Status = Active), select Google for Provider type.

Single Sign-On

tatus D Active
Provider Type Google
ClientId

“+15.apps.googleuserconte

w-874dae5a-f7a1-49d0-8322-
:

0d9b25af8103.auth.us-east-

1.amazoncognito.com/saml2/idpresponse

amazoncognito.com
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5. Go to Google Cloud -> Select a project -> New project.

B vou Leam more DISMISS

Started with
4

$for

Select a project B3 NewPROJECT

& Biling

©  1AM&Admin >

AP APIs & Services > — :

Y Marketplace B No organization

£} Compute Engine > ))

2 CloudStorage > .

I3 vPChetwork > ::u“r:;::::mﬁ;:mm

)) Cloud Run :;n:;u: ‘applications quickly

€ sa

@  Kubenetes Engine > B ) 3

O L ’ Handy Links

ALLPRODUCTS v CANCEL . Download GCP Mobile App
Install the Cloud SOK

R

Support

6. Fill the project name. Leave the Location = “No Organization” -> Click ‘Create’.

Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more

Google Cloud Platform Q  Search products and resources

New Project

You have 12 projects remalining in your quota. Request an Increase or
delete projects. Learn more

MANAGE QUOTAS

[ Project name *

°|

Project ID: divine-cortex-328809. It cannot be changed later. EDIT

Location *
B No organization BROWSE

Parent organization or folder

CANCEL




welkin

Q  Search products and resources

Get Started with ~
Create Project
Google Cloud Platform et
PINNED 90-day, $300 free trial to get you started
& sl Aways free products to keep you going
illing
O wiwm
AP APIs & Services >
¥ Maketplace Top Products
{3} Compute Engine >
{2 = e »

= Cloud Storage > Iy Compute Engine Cloud Storage Cloud SQL Cloud Run
II  vPCnework > ecforma o
)» CloudRun
€ sa
@  Kubernetes Engine >

8. Navigate to APl and services -> Credentials.

9. Click on ‘Configure consent screen’.

Eliena Testl Q  Search products and resources|

Google Cloud Platform

DASHBOARD ACTIVITY RECOMMENDATIONS
A Home >

@ Recent

©  Joinus October 12-14 for Google Cloud Next. Register here (2.  DISMISS

PINNED
& Biling e Project info : AT APls
© 1AM & Admin > Project name Requests (|
API  APls & Services > Project ID
Dashboard oy
Y  Marketplace Library Mro;ecl number
2865195760
Credential: AN
{=} Compute Engine >
OAuth consent screen
- ADD PEOPLE TO THIS PROJECT
= Cloud Storage 2 Domain verification
T3 VPCnetwork > Page usage agreements 00 1o project settings
)» CloudRun
- & Resources H & Cyr
SQL
This project has no resources
@ Kubernetes Engine >
@  BigQuery > = Trace i
No trace data from the past 7 days

ALL PRODUCTS W

> Get started with Trace
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= Google Cloud Platform Q  Search products and resources

API APIs & Services Credentials + CREATECREDENTIALS @ DELETE

Osshboard Create credentials 1o access your enabled AP1s. Leam more \

Ubrary
A Remember to configure the OAuth consent screen with information about your application CONFIGURE CONSENT SCREEN

o Credentials
OAuth consent screen API Keys

©  Domain verfication @ o s L ) -
%o Pageusage agreements No AP keys to display

OAuth 2.0 Client IDs

O teme Creston date & Tye Clenti0 Actior

Service Accounts Manage se

O ema Name 1 Actions

10. Select User Type ‘External’ or ‘Internal’ if you want to make it available only to users within your organization.
Click ‘Create’.

i-= Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more

Google Cloud Platform

API APIs & Services OAuth consent screen
«+  Dashboard Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project. N
i Ubrary
o+  Credentials User Type

O Internal ©

4 OAuth consent screen

Only available to users within your organization. You will not need to
@  Domain verification submit your app for verification. Learn more about user type

\O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

Sp  Page usage agreements

Let us know what you think about our OAuth experience
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11. Fill your App name and User support email (use current Google email address or another one if needed).

= Google Cloud Platform 3 ElienaTest v Q  Search products and resources N
API APIs & Services Edit app registration

< Dashboard © OAuthconsentscreen — @ Scopes — €) Testusers — @) Summary

i Ubrary

O Credentials App information

¥ OAuthconsent screen This shows In the consent screen, and helps end users know who you are and contact

you
©  Domain verfication -—
App name
= Page usage agreements [ ]

App lo; BROWSE

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

12. Scroll down to Authorized domains -> Click ‘Add Domain’.

nts Application home page

your home page

Application privacy policy link

Provide users a link to your public privacy policy

Application terms of service link

Prov

sers a link 1o your public terms of service

Authorized domains @

a domain is

n the cons
api

e. Ity

+ ADD %MAIN -—

Developer contact information

[— )

These email addresses are for Google to notify you about any changes to your project

SAVE AND CONTINUE CANCEL
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13. Go to Welkin Admin -> Security settings -> Click on Instruction and Copy ‘Authorized Domain’ (Click copy

button).
Instructions
https:/:iiiiiii874dae5a-f7a1-49d0-8322-

0d9b25af8103.auth.us-east-
1.amazoncognito.com/saml2/idpresponse

[N 10]

| amazoncognito.com
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14. Go back to Google Cloud Platform -> Paste copied domain.

Authorized domains @

wWhen a domain is used on the consent screen or in an OAuth client’s configuration, it must be
pre-registered here. If your app needs to go through verification, piease go to the Google Search

Console to check if your domains are authorized. Learmn more about the authorized domain

amazoncognito.com

<4 ADD DOMAIN E\;

15. Fill developer contact information (person responsible at your organization).

Developer contact information

Email addresses *
el ya@gmail.com €

SAVE AND CONTINUE CANCEL

A
0
o
) |
w
o
1

Click on ‘Save and continue’.
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16. Scopes tab -> Nothing to fill -> Click ‘Save and continue’.

17. Test users -> Click on ‘Add users’ -> Add user which was created in Welkin (or add it here and then create it in
Welkin).

ting: activate now 1o get $300 credit to explore Google Cloud products. Lear more X Addusers

While publishing status is set to “Testing’, only test users are able to access the app. Allowed user cap priol

ses Edit app registration A 10 o0p verfcationis 100, andis counted over the entir lfetime of the epp.
4 LEARN MORE
@ OAuthconsent screen — @& Scopes — @) Testusers — @ Summary
[e aya@lgmail.com )
Test users
—
reen While publishing status is set to ‘Testing", only test users are able to access m
the app. Allowed user cap prior to app is 100, and is d
n; the entire lifetime of the app. Learn more
<+ ADD USERS
= Filter  Enter property name or value Y
User information
No rows to display

SAVE AND CONTINUE CANCEL

Click ‘Add’ then click ‘Save and continue’.

18. Summary screen opened -> click ‘Back to dashboard’.

= Google Cloud Platform e ElienaTest v Q  Search products and resources
API APIs & Services Edit app registration
APPICAUON TIOITIEPEYE K
&  Dashboard Not provided
i Ubary Application privacy policy link
o+ Credentials Not provided
i OAuthconsent screen Application terms of service link

_ Not provided

Domain verification
Authorized domains
5o Pageusage agreements
amazoncognito.com
Contact email addresses

elyena kramskaya@gmail.com

Scopes €O
AP Scope User-facing description
ws 10 display
Test users
! 11test, 0 ot °
= Filter Ent erty name °
et information

BACK TO DASHBOARD

L
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19. Go to Credentials -> Create credentials.

Leam more [E rcrae |

Q  Search products and resources

free ial is wal

Google Cloud Platform

Credentials

API APIs & Services

+ CREATECREDENTIALS @ DELETE

< Dashboard Create credentials to access your enabled APIs. Leam more
% Ubary
API Keys
o Credentials
O neme Creation date Restrictions Key Actions
OAuth consent screen No API keys to display
©  Domain verfication
OAuth 2.0 Client IDs
o Pageusage agreements
O Meme Creation date Trpe CentID Actions
No Outh clied"o display
Service Accounts
0O ema Name Actions

20. Select OAuth client ID.

i‘: Your free trial is waiting: activate now to get S300 cred

explore Google Cloud products. Learn more

Search products and resources

Google Cloud Platform

API APIs & Services Credentials + CREATE CREDENTIALS i DELETE

- ~ APl key
«»  Dashboard Create credentials t0 8¢ |dentifies your project using a simple APl key d access
4 Uubrary OAuth client ID

API Keys Requests vsev{}jn:ew( $0 your app can access the user's data
O~ Credentials

O Name Service account

¥ OAuth consent screen No API keys to displa E ation using robot accour
©  Domain verification Help me choose

OAuth 2.0 Client |  asksa questions to help you decide which type of credential to use
Sa  Page usage agreements

O Name

No OAuth clients t

Service Accounts

Creation date

s to display

Name
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21. Select ‘Web application’. Input any name, Click ‘Add URI’.

Google Cloud Platform S

{PI APIs & Services & Create OAuth client ID

»  Dashboard A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on

mulitiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
jiis

w  Library information. Learn more about OAuth client types.
O Credentials [Aupllcatlon type * /
Web application J
v OAuth consent screen PP @
Android
2 Domain verification
Chrome app
S Page usage agreements i0S

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)
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22. Go to Welkin Admin -> Security Settings -> Instructions -> Copy ‘Authorized JavaScript origin’ (click copy
button).

Instructions

https://si-874dae5a-f7a1-49d0-8322-

0dSh25af8103.auth.us-east-
1.amazoncognito.com/saml2/idpresponse

amazoncognito.com
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23. Go back to Google Cloud Platform -> Paste the copied ‘Authorized JavaScript origin’.

Authorized JavaScript origins @

For use with requests from a browser

URIs *

https//:: “4daeSa-f7a1-49d0-8322-0d9b25af8103.auth.us-east-1.al

<+ ADD URI
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24. Go to Welkin Admin -> Security Setting -> Instructions -> Copy ‘Authorized redirect URI’.
NOTE: You will need to change the link from smal2 to oauth2 (see screenshot below).

Instructions

0dSb25af8103.auth.us-east-
1.amazoncognito.com/sgfl2/idpresponse

oauth2

0d9bh25af8103.auth.us-east-1.amazoncognito.com

o

amazoncognito.com
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25. Go back to Google Cloud Platform -> Paste copied ‘Authorized redirect URI’ (with change from smal2 to
oauth?2). Click ‘Create’.

Authorized redirect URIs ©

For use with requests from a web server

URIs * /

https//el::: )-8322-0d9b25af8103 auth.us-east-1.ai

<+ ADD URI
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26. Copy Your Client ID and Your Client Secret from Google Cloud and add to Welkin SSO Settings.

m 3 Test v

Credentials + CREATE CREDENTIALS

Create credentials to access your enabled APIs. Leam more

API Keys
0O neme
No API keys to display

OAuth 2.0 Client IDs
0O Neme
O webclient1

Service Accounts

0O email

No service accounts to display

Single Sign-On

W DELETE

Q

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

o OAuth access s restricted to the test users listed on your OAuth

consent s
Your Client ID
*no)15.apps. gc fﬁI
TU-Fh (]
¥ DOWNLOAD JSON
oK

Google

Client ID
286519576955-bpdk. .. B

Clientld \ 286519576955-bpdkrevvskpbraSpp3s9atdr7defsg15.apps.googleuserconte

GOCSPX-EKkm9Wcd8gmE|_R_tbt5-9ZWC-Fh

Click on ‘Save’ button to save changes in Welkin SSO settings.
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27. Try to Log into Welkin with Google -> Click ‘Log in With Google’.

welkin WV

Ema

Log In With Google
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28. Select account -> Login is successful!

Sign In with your social account Sign in with your username and password

Continue with Google

We won't post to any of your accounts without asking first
’ R g Usemname

Password

Forgot your password?

Need an account? Sign up




